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Online Privacy is currently a primary focus of attention and a hotly 
debated issue in the United States. Considered world leaders in 
many areas, the U.S. is behind other countries in its protection of 
consumers’ online privacy. Although we currently have federal 
laws that regulate information security and privacy in particular 
industries (e.g., banking and healthcare), we currently have no 
comprehensive federal online privacy and security law. Competing 
bills have recently been introduced in the Senate and the House 
of Representatives raising questions of whether a new federal law 
is necessary to protect the privacy interests of individuals on the 
Internet and, if so, what specific protections such a law should 
provide. Meanwhile, the Federal Trade Commission has weighed 
in on the issue of online privacy by pursuing judgments against 
and entering into settlements with two high profile companies 
regarding their information privacy and security practices. While 
Congress is likely to take its time in enacting a federal privacy law 
(in part because Homeland Security agendas are pushing for 
greater surveillance power and data sharing, which equates to 
less privacy for personal information), forward-thinking companies 
should take note of the essential features of the pending bills as 
well as the key settlements terms in the FTC enforcement actions.
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LEGISLATION

Each of the bills currently in Congress takes a different approach 
to online privacy. The Online Personal Privacy Act (S. 2201) 
(“OPPA”), introduced by Senate Commerce Committee 
Chairman Ernest “Fritz” Hollings (D-S.C.), would create a private 
right of action for consumers to sue Internet companies that 
mishandle their information, such private right to sue to apply 
only in cases of fraud when a person’s “sensitive” information is 
violated. OPPA would allow companies that voluntarily adopt 
specified standards to be shielded from law suits if a consumer’s 
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privacy is breached. Additionally, under OPPA, consumers must 
give permission or “opt in” before businesses may collect 
“sensitive” personally identifiable information, such as race, 
financial information, medical data, and religious and political 
affiliations. If the information falls into the category of non-
sensitive personally identifiable information, consumers may 
“opt-out.” OPPA does not cover offline information, but would 
require the Federal Trade Commission to determine equivalent 
privacy protection rules for the offline world. 

The Consumer Privacy Protection Act of 2002 (H.R. 4678) 
(“CPPA”) was introduced by Representative Cliff Stearns (R-Fla). 
Unlike OPPA, CPPA prohibits private lawsuits and leaves 
enforcement of its provisions exclusively to the Federal Trade 
Commission. CPPA would apply to offline information as well as 
online information collection activities. Under CPPA, there is no 
distinction between the kinds of personally identifiable 
information collected; personally identifiable information is 
considered to be all data collected by a business online or offline, 
and the business may not share the consumer’s personally 
identifiable information if the consumer chooses to “opt-out.” 
While both Bills would preempt state laws that regulate Internet 
privacy and security, OPPA would override online privacy 
sections of certain industry specific federal privacy and security 
laws, such as the Gramm-Leach-Bliley Act, whereas CPPA 
would not limit, modify or supercede other federal privacy laws. 
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FEDERAL TRADE COMMISSION ACTIONS
In the absence of an all-inclusive federal privacy and 
security law, businesses that collect personally identifiable 
information online may still face significant negative 
consequences from the Federal Trade Commission, which 
has stepped into the online privacy debate and is filling the 
void created by the lack of a comprehensive federal law. 
Recently, the FTC has aggressively pursued actions 
against and entered into consent orders with two high-
profile companies, Microsoft Corporation and Eli Lilly and 
Company, based on deficiencies in their online privacy 
practices. 
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THE ELI LILLY SETTLEMENT

In the Eli Lilly action (January 2002), the FTC alleged that Lilly 
made false or misleading representations to consumers through 
its privacy policies and during the sign-up process for its “Medi-
Messenger” service, which service enabled its website 
subscribers to receive individualized e-mail reminders from Lilly 
concerning certain medications and other matters. Specifically, 
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the FTC found fault, under Section 5 of the Federal Trade 
Commission Act, with Lilly’s claims to its online consumers that it 
employed measures and took steps appropriate under the 
circumstances to maintain and protect the privacy and 
confidentiality of personal information obtained from or about 
consumers through its websites when, in fact, Lilly had not 
employed such measures and had not taken such steps. During 
its investigation of Lilly, the FTC discovered that Lilly had 
breached its security pledge when it unintentionally disclosed the 
identity of numerous Prozac users in an e-mail message sent to 
all of its “Medi-Messenger” subscribers. 

The consent order entered into by the FTC and Eli Lilly contains 
provisions designed to prevent Eli Lilly from engaging in similar 
practices in the future. It prohibits misrepresentations regarding 
the extent to which Lilly maintains and protects the privacy or 
confidentiality of any personally identifiable information collected 
from or about consumers; and requires Lilly to implement a four-
stage information security program designed to establish and 
maintain reasonable and appropriate administrative, technical, 
and physical safeguards to protect consumers' personal 
information against any reasonably anticipated threats or 
hazards to its security, confidentiality, or integrity, and to protect 
such information against unauthorized access, use, or 
disclosure. 
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THE MICROSOFT SETTLEMENT

In the Microsoft action (August 2002), the FTC alleged that 
Microsoft misrepresented to its online consumers the level of 
security and privacy provided by Microsoft’s Passport system of 
online authentication, which collects and stores personally 
identifiable information provided by its consumers. Such 
representations included representations that Microsoft 
maintained a high level of online security by employing sufficient 
measures reasonable and appropriate under the circumstances 
to maintain and protect the privacy and confidentiality of personal 
information obtained from or about consumers in connection with 
the Passport services; that purchases made at a Passport 
purchase site with Passport Wallet were safer or more secure 
than purchases made at the same Passport Express Purchase 
site without using the Passport Wallet; and that Passport did not 
collect any personally identifiable information other than that 
described in its privacy policy when, in fact, Passport collected, 
and maintained for a limited time, a personally identifiable record 
of the sites to which a Passport user signed in, along with the 
dates and times of sign in, which customer service 
representatives linked to a user's name in order to respond to a 
user's request for service. 

The FTC initiated its investigation of the Passport services 
following a July 2001 complaint from a coalition of consumer 



groups led by the Electronic Privacy Information Center. During 
its investigation of Microsoft, the FTC did not uncover any actual 
security breaches in Microsoft’s Passport System but pursued 
Microsoft under Section 5 of the Federal Trade Commission Act, 
which prohibits unfair and deceptive trade practices, on the basis 
of the potential for a security problem that existed in the system 
and on the basis of Microsoft’s false representations regarding 
the privacy and security of the Passport system. 

The consent order entered into between the FTC and Microsoft 
prohibits misrepresentations regarding Microsoft’s information 
practices; requires Microsoft to establish and maintain a 
comprehensive information security program, in writing, that is 
reasonably designed to protect the security, confidentiality, and 
integrity of personal information collected from or about 
consumers; and requires that Microsoft obtain within one year, 
and on a biannual basis thereafter, an assessment and report 
from a qualified, objective, independent third-party professional, 
using procedures and standards generally accepted in the 
profession, certifying that: (1) Microsoft has in place a security 
program that provides protections that meet or exceed the 
protections required by the order; and (2) Microsoft's security 
program is operating with sufficient effectiveness to provide 
reasonable assurance that the security, confidentiality, and 
integrity of consumers’ personal information has been protected. 

Both the Microsoft and the Eli Lilly consent orders require the 
companies to follow certain additional reporting, dissemination, 
notification and compliance obligations. 
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LESSONS LEARNED

Comprehensive federal legislation concerning information 
security and privacy may be on the horizon, but may or may not 
come in the form of OPPA or CPPA. Both bills have been the 
subject of heavy criticism from consumers, privacy advocates 
and business group coalitions, and experts opine that neither of 
these bills will be enacted in the near future. In the absence of 
broad-based federal legislation, the FTC has indicated its 
willingness to actively pursue actions against companies with or 
without such companies having actually experienced a security 
breach. Online information privacy and security measures, as 
expressed in the Microsoft and Eli Lilly settlements, should be 
embraced by all companies with an online presence. Clearly the 
FTC expects the business community to take note of these high-
profile settlements. These two actions, taken together, suggest 
that companies with an online presence should, at a minimum, 
implement a written, comprehensive security program that 
delegates information security to appropriate and accountable 
personnel; assesses security risks taking into account, among 
other things, employee training; implements reasonable security 
safeguards to control risks; and adjusts the information security 



program in response to regular risk assessments and monitoring. 
Additionally, independent third-party audits and documentation of 
security programs may become part of the standard. 
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